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MNOJOXEHHUE
110 OPraHH3alHHK H NPOBeJeHUI0 PaGoT Mo obecneveHn0 6e30MacHOCTH
NepCOHAILHBIX JAHHBIX NPH HX 00paboTKe B HH(OPMAIHOHHBIX CHCTEMAX
NepPCOHAIBHBIX JaHHBIX
T'AIIOY «HuKHeKaMCKHi neJaroru4ecKuil KoJuIeI»

Hacrosimee ITonoskeHue pa3paGoTaHo B COOTBETCTBHH ¢ DenepanbHbIM
ZaxonoMm oT 27 wmions 2006 roma Ne 152-®3 «O mnepcoHalbHBIX JaHHBIXY,
nocranosnenueM [IpaBurenscrsa Poccuiickoi @enepaumu ot 1 Hos6ps 2012 r. Ne
1119 «O6 yTBepxaeHIN TpeGOBaHMHA K 3allMTe MEPCOHAIBHBIX NAHHBIX MPH HX
obpabotke B  HMHGOPMAlMOHHBIX  CHCTeMaxX MEPCOHAIbHBIX  AaHHBIX),
HopMatuBHbIMA HokyMeHTamu @CTOK u @Cb Poccun ¢ 1enbio obecrnieueHus
3aIUTHl TIPaB U CBOGOI rpaxknaH npy oOpaboTke WX NEpPCOHANBHBIX MaHHBIX B
MHGOPMAIIHOHHBIX CHCTEMAaX IIEPCOHANBHBIX JaHHBIX.

Ilns neneii Hactosiuero [Tonoxenus NPUMEHSIOTCS CISAyIOMUE TCPMUHBL 1
OTIpeeNIeHuU:

IepconaabHble AaHHble — Mo6as MH(OpMALHA, OTHOCAIIAACS K MPAMO
WId KOCBEHHO OIpeNeNeHHOMY MM OIpefeNseMoMy (DH3HIECKOMy JIHILY
(cyOBEKTy nepcoHaIbHBIX AaHHBIX).

Onepatop Ilepconanbnbix ganneix — TAIIOY «HmkHeKaMCKHH
nenarormdeckuii Komwemk» (nanee - Komnemk) — obpasoBaTesbHas opraHu3arus,
IOpUMYECKOe WM (PU3MYECKOe JIUII0, CAMOCTOSTENEHO MM COBMECTHO C IPYTHMH
MMLAMA OPraHU3yIoImMe ¥ (WIM) OCYLIECTBIMIOmKE 00paboTKy NepCOHABHBIX
JaHHBIX, @ TaKXKe ONpelesolue [eTH 00padOTKH INePCOHANBHBIX MaHHBIX,
COCTAB MEPCOHATBHBIX JaHHBIX, MOANEKAMUX 00paboTKe, NEHCTBHA (omeparun),
coBeplIaeMble C IEPCOHATBHEIMU JaHHBIMH.

MndopMauuoHHasi CHCTeMa NepPCOHANbHBIX JAHHBIX — COBOKYIHOCTB
cofepxaiquxcs B 6a3ax NaHHBIX EPCOHATBHBIX NAaHHBIX H obecreyrBarOUX HX
06paboTKy HHGOPMAIIMOHHBIX TEXHOIOTHI ¥ TEXHUYECKUX CPEICTB.

Texuuyeckue cpeacTsa HHPOPMALMOHHOH CHCTEMBbI MEPCOHAILHBIX
MAHHBIX —  CPEACTBA  BBIYMCIMTEIBHOM  TEXHHKH, HHGOPMaALIOHHO-
BEIYMC/IMTE/bHbIE KOMIUIEKCEl M CETH, CPEACTBAa M CHCTEMbI IEpeAatn, NpueMa u
06pabOTKH TEePCOHANBHBIX MNaHHBIX (CpPeAcTBa M CHCTEMBl  3BYKO3AINCH,
3BYKOBOCIIPOU3BE/ICHHS, IEPETOBOPHBIE U TEEBU3HOHHBIC yCTpO#CTBa, CpPEACTBa
M3COTOBJICHHS, THPOKHUPOBAHHUA JOKYMEHTOB M JIPYrHe¢ TEXHHHUESCKHE CpEICTBA
06paboTKu pedeBoi, rpaduueckol, BUAEO- H 6ykBeHHO-1(POBOH HHPOpMALAN),



MporpaMMHbIE CpPeJCTBa (ONEepaldOHHBIE CUCTEMBI, CUCTEMEI yIIpaBleHHs 6azaMu
OaHHBIX W T.OL), CpeAcTBa 3alluThl HH(pOpMaLWM, MpPHUMEHsSEMBIE B
WH(GOPMAaLIMOHHBIX CHCTEMAX.

IMoab3oBareab HHPOPMANHOHHON CHCTEMBbl MEPCOHAJBHLIX JAHHBIX —
JUI0, YydYacTByiomee B (YHKUMOHMPOBaHMM HHQOPMALMOHHOM CHCTEMBI
MIEPCOHATBHBIX JaHHBIX WK HCIOJB3YIONIee pe3yIbTaThl €€ PYHKIMOHHPOBAHHS.

IIpaBuna pasrpaHH4YeHHs AocTyna K HH(OPMAIHOHHBIM CHCTEMaM
NEepPCOHAJIBHBIX JaHHBIX — COBOKYIHOCTH IIPaBHJI, PErIaMEHTHPYIOIIHUX IpaBa
nocTymna cy0beKTOB JOCTyNa K 00beKTaM J0CTyIa.

O6padoTKa mepcoHANBHBIX JAaHHBIX — M00oe AelicTBHE (ONepauus) WM
COBOKYIIHOCTh JeMCTBUH (omepaluii), cCOBepIIacMBIX C HUCIIOJb30BaHHEM CPEICTB
aBTOMaTH3alMi WIH 0e3 MHCIIONBb30BaHUSA TaKUX CPEACTB C IEPCOHAIBHBIMH
JaHHBIMHM, BKJIIOYas cOOp, 3amHuch, CHCTEMATHU3allHio, HAaKOIICHHE, XpaHEHHE,
yTouyHeHHe (OOHOBIIEHHE, M3MEHEHHE), M3BJIICYCHHE, HCIOJIb30BaHHE, Nepeaady
(pactpocTpaHeHue, MpeNocTaBlIeHne, NOCTyI), obe3nHyuBaHHE, GIOKHUpOBaHHE,
yIajeHHe, YHHYTOKEeHHE IIEpCOHAJIbHBIX JaHHBIX.

PacnpocTpaHenne nepcoHabHbIX JaHHBIX — JIEHCTBHS, HAlIPABICHHBIE HA
PaCKpHITHE EPCOHANILHBIX JaHHBIX HEOIPEAEICHHOMY KpPYTY JIUI.

IlpexocraBiieHHe MEPCOHAILHBIX AAHHBIX — JEWCTBUSA, HAlIPaBICHHbIC HA
PacKphITHE MEPCOHANBHBIX JAaHHBIX ONpEIEICHHOMY JIMIY WIH ONpeNelIeHHOMY
KpyTY JIHLL.

BJOKHpOBaHHEe NEepPCOHAJBHBIX JAHHBIX — BPEMEHHOE IIPEKPAILICHUE
06paboTKH NEpPCOHANBHBIX IaHHBIX (32 HCKIIOUEHHEM Cly4YaeB, eCiin 06paboTka
HeoOX0oAuMa /I yTOYHEHHS IePCOHANBHBIX AaHHBIX).

YHHYTOKeHHE TNEepPCOHAJBLHBIX /JAHHBIX — J[CHCTBHsI, B pe3yibTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM BOCCTaHOBHTBH COIEpXKaHHE NEPCOHAIBHBIX
HaHHBIX B MH(GOPMALMOHHOW CHCTEMe IIepCOHANBHBIX HaHHBIX W (WiH) B
pe3yibTaTe KOTOPBIX YHHMYTOXKAIOTCS MarepHajbHble HOCHTENH IEePCOHANIBHBIX
JIAHHBIX.

OGe3nHYHBaHHE MEPCOHAJBHBIX [JaHHBIX — JEHCTBHS, B pE3yJIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIIONb30BaHMA JOIOIHUTEILHOM
WH(OpMALIUK OIPEAEIUTh IPHHAAIEKHOCTD EPCOHATBHBIX IaHHBIX KOHKPETHOMY
CyOBEKTY IepCOHANBHBIX JaHHBIX.

KonduaeHUHaNbHOCTh NEPCOHATBHBIX JaHHBIX — OnepaTopel U HHBIE
JMNA, TOJNYYHBIIME JOCTYI K IMEPCOHATBHBIM JAHHBIM, 00s3aHBI HE PAacKpbIBaTh
TPeTPMM JHLAM M HE PACIpPOCTPaHATh IepCOHANbHbIC JaHHble Oe3 coriacus
cyOBeKTa NMepCOHANBHEIX AAHHBIX, €CIIM WHOE He NPEeIyCMOTPEHO (elepalbHBIM
3aKOHOM.

TpancrpannyHasi nepegaya TNEPCOHAJBHBIX [AaHHBIX — TI€perava
NEPCOHANBHBIX JaHHBIX Ha TEPPUTOPHI0 HMHOCTPAHHOIO TOCYAapcTBa OpraHy
BJIACTH HMHOCTPAaHHOIO TIOCYAapCTBa, HMHOCTPAHHOMY (HM3UYECKOMY IHIlY HIIH
HHOCTPAaHHOMY IOPHIHYECKOMY JIHILY.

HecaHKIHOHHPOBAHHBIA N0CTYN (HECAHKIHOHHPOBAHHbIE AEHCTBHA) K
HH(POPMALMOHHBIM CHCTeMaM INePCOHAJbHBIX [JaHHBIX — JIOCTYIl K



uHbopMaMM WIM JelcTBHA ¢ HHQOpMauMeld, Hapyllalollie IpaBHia
pasrpaHdYeHus JOCTyIla, B TOM YHCJE€ C HCIIOJIb30BAaHMEM INTATHBIX CPEICTB,
MPeIOCTaB/IsIEeMbIX HHGOPMaIlMOHHBIMU CHCTEMaMH II€PCOHAIBHBIX JTaHHBIX.

3amura uHpoOpManHHM — KOMIUIEKC OpraHM3alMOHHO-TEXHHYECKUX
MEPOTIPUATHI, HaNpaBI€HHBIX Ha IMpPEJOTBpAllleHHE II0TEPH, HCKAXKEHHUA |
HECaHKIIMOHMPOBAHHOTO AOCTYyNa K JaHHBIM, IIPH 3TOM IPEIyCMaTPHBASTCA:

— pasrpaHu4eHHe NOJHOMOYHHN J0CTYyIIA K JaHHEIM,

— aBTOpHM3al¥s, KOHTPOJb M y4eT NEeWCTBUIl ¢ AaHHBIMH (perucTpanus

COOBITHIA);

— KOHTpOJIb KOIIMPOBaHMS, Ie4aTH, 0OMeHa JaHHBIMH 110 KaHajlaM CBS3H,

— MEXCeTeBOe SKpaHUpPOBAHMUE U 3alUTa OT BUPYCOB,;

— y4eT BHELIHUX HOCUTEJIEH JaHHBIX,

— pe3epBHOE KONMHpOBaHKE / BOCCTAHOBJICHHE JIaHHBIX;

— pa3zienbHOE XpaHeHHEe HOCUTENEH JaHHBIX C PE3ePBHBIMU KOTIMSAMU;

— KOHTPOJIb JOCTYIIa B IOMELIEHHUA U K KOMIIBIOTEPaM;

— IpUMEHEHHe YCTPONCTB UACHTU(HUKAIMHU II0Ib30BaTENICH IS JOCTYIIA.

1.00mue moI0KeHHs

HacrosimuuMm IlonoskeHneM ormpeaensercs CTPYKTypa H COCTaBJIAIOLIHE
6e3onacHocTH HHGOPMAIIUK B HHPOPMALIMOHHON CHCTEME MEPCOHANIBHBIX JaHHBIX
COTPYAHUKOB, paOOTHHUKOB U MHBIX U1 Komemka.

OGecreuenne 6e30MacHOCTH IEepPCOHANBHBIX JAaHHBIX (IIJ[H) npu BX
06paboTke B aBTOMATH3HPOBaHHBIX cHcTeMax (MHGOPMALMOHHBIX CHCTEMax
nepconansHblx JaHHeIX — MCIIJIH) nmocrturaercs myTeM —HMCKIIHOYEHHUS
HECaHKI[HOHUPOBAHHOTO, B TOM YHCJIE CIIy4alHOro, JOCTyna K IEePCOHAIBHBIM
JAHHBEIM, pE3YJbTaTOM KOTOPOrO MOXET CTaThb YHHYTOXCHHE, H3MEHEHHE,
6JI0KMpOBaHUe, KOMUPOBaHHUE, PACIIPOCTPaHEHHE IIEPCOHANIBHBIX IaHHBIX, a TAKKEe
MHbIE HECAaHKIIMOHMPOBAHHbIE [IEHCTBHS.

MeponpusTus o obecrniedernto GezomacHocTd I opmynupyroTes Ha
OCHOBaHHMM aHajJM3a THIIA aKTyalbHBIX YIpo3 H YPOBHEW 3alIMIICHHOCTH
TepCOHANBHEIX JaHHbIX, oOpabarteiBaeMpix B WCII[IH ¢ y4eroM BO3MOKHOTO
BO3HMKHOBEHMsI Yrpo3 6e30macHOCTH XM3HEHHO BaXXHBIM HHTEpECcaM JIMYHOCTH,
Kosutemxa 1 rocynapcrsa.

O6ecneyenne OeszomacHocTd IIJ[H OCYLIECTBISETCH ITyTEM BBIITOJIHEHUS
TpeGoBanuii mo obecredeHHIO O€30IIaCHOCTH MEPCOHANBHBIX OAaHHBIX MPH HX
06paboTke B MH(GOPMALMOHHBIX CHCTEMax IlepCOHaNbHBIX AaHHBIX Kommemka
(ITpunoxenue Ne 1).

CrpykTypa, coctaB H ocHOBHbIe QyHKuuu C3I1/IH onpenessroTcs HCXOMs U3
aHANN3a THUIA aKTyalbHBIX YTpO3 M YPOBHEW 3aIMHIIEHHOCTH IE€PCOHANBHBIX
naHHbIX, 06pabareiBaemMbix B UCITIn. C3I1/I1 BK/IIOUaeT OpraHM3alMOHHbIE MEPbI
Y TeXHHYECKHe CPEeJCTBA 3allUThl MH(OpMaIMK (B TOM HHCIe LIH(POBAILHBIE
(kpunTorpagUIECKUE) CpEACTBa, cpeacTBa TIpeI0TBpALLEHHUS



HECAaHKUMOHHUPOBAHHOIO JOCTyNa, YTe€YKH HMHPOpPMALMM 10 TEXHHYECKHM
KaHajlaM, IIPOTPaMMHO-TEXHHYECKMX BO3JIEHCTBUH Ha TEXHHYECKHE CpeACTBa
obpabotku II/IH), a Takke WHCIHONB3yeMble B HH(DOPMAIMOHHOH CHCTEME
WH(POpMaLMOHHBIE TEXHOJIOTUH.

ITox opranuzarueii obecreuens GeszomacHocTH ITJ[H npu ux obpaboTke B
HUCII[Ix noHumaeTcs GhOpMHpOBaHHE COBOKYIIHOCTH OCYINECTBISEMBIX Ha BCEX
craguax xuszHeHHoro ukia MCIIJIH cornacoBaHHBIX 10 LEIH, 3aJa4aM, MECTY H
BPEMEHHM MEPOTIPUATHA, HAPAaBIEHHEIX Ha NPEAOTBpalleHNe (HeHTpaIu3aluio) 1
napupoBanue yrpod OesomacHoctd [IJJln B MCII[IH; Ha BOCCTaHOBIIEHHE
HopmanbsHoro ¢dyHkunonupoBanus MCII/IH mocne HeWTpanM3aldd Yrposbl, ¢
LeIbI0 MUHMMH3ALMK KaK HEMOCPEACTBEHHOr0, TaK M ONOCPENOBaHHOr0 yuepba
OT BO3MOXXHOH peanu3alii TaKHX yIpos.

MeponpusTus o obecrneyeHHIo 0€30I1aCHOCTH IIEPCOHANBHBIX TaHHBIX IPH
ux o6pabotke B UCII/IH BKIOUaroT B cebsi:

a) ompeeNeHre Yrpo3 Oe30macHOCTH NEPCOHANBHBIX MOAHHBIX MPH HX
o6paboTke, GopMHpOBaHHE Ha MX OCHOBE MOJEIH YIPO3;

6) pa3paboTKy Ha OCHOBE MOJEIM Yrpo3 cucTeMmsl 3amuthl IIJH,
obecreunBaroieil HeHTpalIu3alMio MPEANoJaraéMelX yrpo3 ¢ HCIOJIb30BaHHEM
MeTOJ0B M crocoboB 3amuThl [1/[H, npesyCMOTPEHHBIX JJii COOTBETCTBYIOLIETO
yPOBHS 3allMIIIEHHOCTH HH()OPMALIHOHHBIX CHCTEM;

B) IIPOBEPKY FOTOBHOCTH CPENCTB 3aIIMTHl MH(YOPMALKH K HCIIONB30BAHHIO
C COCTaBJIEHHEM 3aKJIIOYEHHI 0 BO3MOKHOCTH HX SKCILTyaTaluH;

r) yCTAaHOBKY M BBOA B OJKCIUTyaTalldI0 pa3spelIeHHBIX JHMICH3MOHHBIX
CpeICTB 3alUThl HMHGOPMAlMii B COOTBETCTBHH C OJKCIUIyaTallHOHHOH M
TEXHUYECKOM TOKYMEHTaIUEH,

I) obydeHHe JIWI, HCIOJB3YIOIMX CPENCTBA 3aIMTHl UH(OpMAIWH,
TIpYMEHseMBIe B MH(QOPMALOHHEIX CHCTEMaX, NPpaBhiiaM paboThl ¢ HUMH;

e) yueT NpPUMEHSAEMBIX CPEeICTB 3allMThl MH(POPMAIMH, KCILTYaTallHOHHOH
1 TEXHUYECKOM JOKYMEHTAIlMd K HUM, HOCHTEJIeH MePCOHATbHBIX JaHHbIX,

) Y4erT JIML, JOITyIeHHbIX K padore ¢ [1/]# B HHQOpMAaLHOHHON CUCTEME;

3) KOHTPOJb HaJ COONIONEHUEM YCIOBHH MCIIOIB30BAHHUA CPEACTB 3aLIMTHI
MHQOpPMAlKK, [PeIYCMOTPEHHBIX  OKCIUIyaTallHOHHOH U TEXHUYECKOH
IOKYyMEHTalUeN;

1) pa3OGUpPaTENLCTBO U COCTAaBIIEHHE 3aKIII0UeHHiT 10 GakTaM HeCOOIIOICHH
YCIOBHMI XpaHeHHs HOCHTeJeH MepCOHAIBHBIX JaHHBIX, MCIONL30BAHHUS CPEICTB
3amuUTel  MHQOpPMAamWH, KOTOpBIE  MOTYT  TIPUBECTH K  HapYIICHUIO
KoHOGuueHIMansHocTH IIJ[H WiIM JpyrdM HapyIIeHHsM, MPUBOAAMINMM K
CHIDKEHHIO YpoBHs 3auuuieHHocTd I1JIH, pa3paboTKy M TIpPHHATHE MeEp IO
IPeOTBPAIIEHHIO BO3MOXHBIX OIIACHBIX ITOC/IEACTBAN MOI00OHBIX HapyIllIeHHI;

K) OIMCAHUE CHCTeMBI 3aL[UThI IIEPCOHAIBHBIX JaHHBIX.

TexHuueckHe MW IPOrpaMMHBIE CpPEACTBA JOJDKHBI  YJOBJIETBOPSATH
YCTaHABIMBaeMbIM B COOTBETCTBHM C  3aKOHOJATEILCTBOM Poccuiickoit
depepamuy TpeboBaHuAM, 00SCICUHBAIOIINM 3AIUTY HHOOPMAIIUH.

Iins  obecmevenuss GesomacHoctn IIJlH mpu  HX obpaboTke B



MHPOPMAaLMOHHBIX CHCTEMax OCYILECTBIAETCS 3alluTa pedyeBod HH(oOpMaLHH H
uHpopManuy, oOpabaTbiBaeMOil  TEXHHYECKHMMH CpeACTBAMH, a TaKXke
uHpOpMALMH, TIPeICTaBIeHHON B BHIOe HHOOPMATHUBHEIX JJIEKTPHYECKUX
CUTHAJIOB, (PU3MYECKUX I10JIeH, HOCUTeNeld Ha OyMaKHOH, MarHUTHOM, MarHUTHO-
OITUYECKOX U HHOM OCHOBE.

ITo ctpyktype UCIIJIH, Ha KOTOpbIe HalpaBiieHa peald3alus MepOIpUATHN
IO 3allMTe, BRIACJAIOTCS CIEIYIOIIME KJIaCChl yIpo3:

— yrpo3sl OesomacHoctn I1J[H, oOpaGareBaemerx B MCII[lH Ha O6a3e

aBTOMATHU3UPOBAHHOI0 paboyero Mecra;

— yrpo3sl OezomacHoctr I1J[H, oOpabarsiBaembix B MCIIJIH Ha Oase

JIOKaJIEHBIX HHPOPMALIHOHHBIX CUCTEM;

— yrpo3ssl, peanusyembie B UCII/IH py X MOOKIIOYEHUH K CETAM CBSI3H

001I1Iero 1MoJIb30BaHuUA.

Jns  obecnedenuss OGezomacHoctw IIJlH mnpu ux obpabotke B
MHGOPMALIMOHHEIX CUCTEMAaX IPOBOASTCS:

— o0OcnenoBanie ¥ 0hOpMIIEHHE JOKyMEHTa O THUIIE aKTyalbHBIX YIpo3 H
ypPOBHEN 3alMIIEHHOCTH MEPCOHAIBHBIX NaHHBIX, oOpabarsiBaeMbix B MCIL/H,
omnpeleieHre crnocoboB W cocraBa cpeacTB 3amuTel uHGopmaumuu (C3U),
paspaboTka TexHH4eckoro 3ananHus (T3) Ha co3gaHMe KOMIUIEKCHOM CHCTEMBI
3aIUTE HHOOPMAITHH, B TOM YHCIIe pa3paboTka MOJENN YyIpo3, IPOEKTUPOBAHKE,

— BBOJl B JKCIUIYaTallHIO — 3aKyIKa M WHCTAJUISALUA CEepTH(PULIHAPOBAHHBIX
C3U, obOyvyeHue mnepcoHana, H3[JaHHe IPHKAa30B O JONyCKe IIEpCOHaNa M
periiaMeHToB 00paboTKH KOH(pHUISHIHAIbHOW HH(MOPMAIHH.

2. Iesan obecnieyeHuss HHGpOPMALHOHHOI 0€30IaCHOCTH

Crparernyeckoif uensto obecrmedeHus O€30MacHOCTH HHQOpMalUH B
UCII/IH sBiseTcs 3alliTa WHTEPECOB CyOBEKTOB MHGOPMAMOHHBIX OTHOLIEHHH.
JlaHHas 1eJb JOCTHraeTCs MOCPEACTBOM ITOCTOSHHOIO MOANEPKAHHS CIIEAYIOIIHX
CBOMCTB HH(OPMALIKH B IIpolecce ee 00pabOTKH, XpaHEHHUS U IEPENaYH:

— [EJOCTHOCTU HH(pOpMAaIUH;

— JOCTYIHOCTH 0oOpabaThiBaeMO¥ HWH(GpOpMaLUH U 3apPErHCTPHPOBAHHBIX
II0JIL30BATENCH;

— KOH(HUIEHIIHATLHOCTH UHPOPMALWH.

3. O0beKT 3aIHUTHI

OOGBEKTOM 3aIIMTHI SBISETCH HHGOPMAIMOHHAs CHCTEMa II€PCOHAJIBHBIX
JNaHHBIX COTPYIHHUKOB, PaOOTHUKOB M MHBIX Il KoJutepka:

a) UndopmanmoHHEIe pecypCHl:

— IepCOHaIbHbIE [aHHBIE COTPYJHHKOB, PpabOTHHKOB H HHBIX JIHIl
Konnemxa (ncxoanas HHGpopMaLus, HHGOPMAIIMOHHbIE 6235l JaHHBIX);



— WHCTpYMeHTalbHas HH(opMmanus (mporpaMMHoe obecredeHue), C
IIOMOILBIO KOTOPOit 06pabaThiBaeTCst, XpaHUTCS U Nepeaercsa nHGopmanus [1/1H;

0) Texuuyeckue WHQOpMalMOHHBIE cHcTeMbl M cpenctsa Komnemka, B
KOTOPBIX 0GpabaTeiBaeTcs, XpaHUTCS U nepenaercs uH(Gopmaus [11H;

B) momemienuss oObekroB  Komnemka, B KOTOPBIX  pa3sMeINAIOTCA

WHGOPMALMOHHBIE  pecypcsl, W  oOpabaTeiBaeTcs  KOH(HICHIMABHAS
uH(pOopMaLus;
I') TEXHUYECKHE CHCTEMBI XKH3HeoOecrneyeHus, AJIEKTPONUTAHMS,

MPOBOJHONO BEIIAHWs, OXPAaHHOH CHIHAIM3allKM, O0ECNEeYMBAOIINE HIH
pasMelnaeMbie coBMecTHO ¢ o6opynosanremM UCIIIH.

KpuUTHYHBIMH CBOHCTBaMH 0OBEKTA 3aIIUTHI SBIISIOTCS:

a) BO3MOXHOCTb pa3spyLICHUs WK HOBPEKICHHA HHPOPMALMOHHBIX CHCTEM
IIEpCOHANIBHBIX TaHHBIX B pe3y/bTaTe IoXapa, 3aTOIUICHUS, aBapUl HHKCHEPHBIX
CHCTEM JKH3HEeoOeCTIeueHHS;

0) BO3MOXKHOCTh ~ TIpEeKpallleHHss  WJIM  HapyUeHHs  HOPMajbHOIO
¢yukimonupoBanuss MCIIJla B pesynbTare NOBPEXACHHA OTAENBHBIX HX
AIIEMEHTOB;

B) HECAHKIMOHUPOBAaHHAs JOCTYIHOCTh HH(OPMAIWH, BBIPAXAIOMAACT B
BO3MOXXHOCTH:

— HENOCPEJCTBEHHOro JocTyma K HHGOpMaluH, HaxoAsIlencs Ha
EepBUYHOM MM BTOPUYHOM HOCHTENE, B TPAHCIOPTHOH cpede Iepejayu;
BO3IeHCTBIS Ha HOCHTEJbh WA TPAHCIOPTHYIO Cpely C LENbi0 MEepIOCTpaluy,
OTHYXIEHHU, KOMUPOBAHKS, H3MEHEHNS, [IOAMEHB] i YHUYTOXKEHAS HHPOPMALHH;

— IpAMOro WM KOCBeHHOro poctyma K obopynosanuio HCIIIH u
TPAaHCIIOPTHOM cpefle Tepejadd C LENbI0 IONyYeHHs NOCTyNa K HHGOpMaIhu
(HeCaHKIMOHUPOBAHHBIN JOCTYII);

— mepexBaTa pedyeBoil MH(GOpPMAIMH 110 aKyCTHYEeCKUM H JPYTHMM KaHajlaMm
yTeuKH (IIOACITYINBaHKE).

4. CyomexTbl HHGOPMANHOHHBIX OTHOLIEHM A

4.1 Cy6bexramy WHGOPMAIIMOHHBIX OTHOIIECHHH SBIISIOTCS:

PaGornukn (Cy0beKTbl NepCOHANBHBIX JAHHBIX) - (Qu3MYecKue JHIA,
COCTOSIIMe WM TOTOBAINMECS BCTYNHMTh B TPYJAOBBIE W HHBIC TIpaXIaHCKO-
npaBoBble oTHoIeHus ¢ KonnemkeM, a Takxke JIMIA, HAXONAIMECH B KaipOBOM
pes3epse;

Muble Juua (3aKOHHBIE NPEICTABUTENH BOCIIMTAHHMKOB, O0ydJaroIuxcs,
JeTed-CHpOT M JeTeH, OCTaBIIUXCH 6e3 MOINeYeHus POAUTENEH, CTYIEHTHI,
paGOTHUKYM YyuUpeXxJeHHi o0pa3oBaHHMs W HAyKH, BHEIUTATHBIC pabOTHHUKHU
(bu3uyeckue IMIA, COCTOAIIME B JOTOBOPHBIX OTHOLICHHAX C Komtemxem),
VHIVBAIyalbHEE TpEeANpUHAMATeNd ¥ 1p.) (CyObekTsl) - (HU3HYecKue ML,
oOpaTHBINKECS C 3asABICHUAMH, XKanobamu, o6 palieHUAMHU, IPpeJI0KEHUAMH, 1ubo



COCTOAIIME B  TPaXAAHCKO-IPaBOBHIX  OTHomeHusAX ¢  Kommemxem,
npeaycMoTpeHHbIX YcraBoM Kouemxa.

4.2 TlepeuncieHHbIE CyOBEKTHI HMH(OPMaIMOHHBIX OTHOILIEHHH
3aHTEPECOBAHbI B 00€CIIEYCHUH:

— KOHOQHUIeHUMATEHOCTH (COXpaHeHHMss B TaliHe) HWH(pOpMauuu B
COOTBETCTBHMH C TPeOOBAaHUAME POCCUICKOTO 3aKOHOATENILCTBA,

— JOCTOBEpHOCTH (TOJHOTHI, TOYHOCTH, aIEKBaTHOCTH, LETOCTHOCTH)
HHpOpMAaIIUY;

— 3amUTHl OT HaBA3BIBAaHMSA MM JIOXKHOM (HEZOCTOBEpHOM, MCKaXEHHOM)
uHpopManuu (To ecTh OT Ae3uH(OPMaIHN);

— CBOEBPEMEHHOTO JIOCTyNa (3a mpHemiIeMoe IJs HHX Bpems) K
HeoOX0IuMO# UM UH(POpMaLUH;

— pasrpaHW4eHds] OTBETCTBEHHOCTH 33 HapylIeHWS 3aKOHHBIX IIpaB
(uHTEpECOB) APYTHX CyOBeKTOB HH(GOPMALMOHHBIX OTHOLICHUH H YCTaHOBJICHHBIX
npaBuiI o0palieHus ¢ HHGOpMaIUeH;

— BO3MOYXHOCTH OCYILECTBJICHHs HEIPEepBLIBHOIO KOHTPOJIA M YNpaBIICHHA
nporeccamu 06paboTKH U nepeJadd HHGOpMaIUy,;

— 3aIATHl MH(GOPMALMH OT HE3aKOHHOrO €€ THPAKHUPOBAHWS (3alUTHI
MepCOHANBHBIX [JaHHBIX, 3alIATHl AaBTOPCKMX IMpaB, MpaB COOCTBEHHHKaA
uHbOpMaLIHH).



5. Bo3aMo:KHBI€ YIPO3bl H Y4aCTKH BTOpPKeHHSI

O6mas kiaccudukanus yrpos.

1. Vrposbl KOHGUIEHINATPHOCTH AaHHBIX U MporpamM. Peanusyrorcs npu
HECaHKIIMOHHPOBAHHOM JOCTYyIle K IporpamMMam, AaHHbIM, KaHajlaM CBA3H, IpH
TepexBare JJIeKTPOMarHUTHBIX H3Ty4eHUH, TIpU aHam3e Tpaduka.

2. Yrpo3sl IEIOCTHOCTH JaHHEIX, IPOrPamu, anmapatypsl. Peamusyrorcs
TIpH HECAaHKIMOHMPOBAHHOM YHHYTOXKEHWH, MOU(HUKALMH JaHHBIX, TOPOKIACHUH
¢GansCHQUUUPOBAHHBIX [AaHHBIX, 3aepXKe ¥ HapylIeHWH MapupyTH3aluy
JaHHBIX B KaHalaX CBS3H.

3. Vrpossl JOCTYNHOCTA AaHHBIX. PeanusyloTcs IpH CO3LaHWM YCIOBHH,
KOrJla 3aKOHHBIA I0JB30BaTelb WM IpPOIECC HE IMOIy4aeT CBOEBPEMEHHOTO
JIOCTYTIa K JAaHHBIM WK PeCcypcaM CUCTEMBbI, KaHallaM CBS3H.

6. Iopsiok NpoBeAeHHsI KOHTPOJIbLHBIX MEPONPHATHH 1 AeHCTBHH MO
pe3yabTaTaM KOHTPOJIS

KOHTpOJIb  3aKII0YaeTcd B IPOBEPKE  BEHINOJIHEHHUA TpeOOBaHMM
HODMATHMBHBIX JOKYMEHTOB IIO 3amure HHGOpMAlWM, a TaKke B OICHKE
060CHOBAaHHOCTH H 3(QGMEKTHBHOCTH NpPHHATBIX Mep. KOHTPOIbL MOXET
IIPOBOAWTHCSH KOMHCCHEH, co3nanHoi B Koilemke, WM Ha JOrOBOPHOH OCHOBE
CTOPOHHMMH OpraHM3alMsAMH, NpPH HAIMYWH JIMIEH3WM Ha [EATENBPHOCTE IO
TEXHAUYECKOH 3aIIyTe KOHOUIEHIHATBHON HH(QOPMALIUH.

PemeHMe  OCHOBHBIX  BompocoB  obecmeuenuss  sammrtel [/l
NpeIycMaTpyUBaeT MOATrOTOBKY KaipoB, BBIICICHUE HEOOXOJUMBIX (DMHAHCOBBIX M
MaTepUaIbHBIX CPEJCTB, 3aKyNKy MPOrPaMMHOTO H aNfapaTHOro odecmevdeHus, a
TaloKe, IPH HeOOXOUMOCTH, IPUBJICIEHNE CTOPOHHEH OpraHu3alyy Npy HaTHHH
manensuit ®CTOK u OCb.



IMpunoxenuss k [1onMoXKeHNIO MO OpraHU3allid U TMPOBEACHHIO PaboT 1o
obecreyeHuro 0€30IMacHOCTH TEPCOHANBHBIX [OaHHBIX NpU KX 06paboTke B
HHGOPMAIIMOHHBIX CHCTEMaX MEepPCOHANBHBIX MAaHHbIX Koilemxa sBIAIOTCA
CaMOCTOSITEIBHBIMU JOKYMEHTaMH U €ro HeOTbeMIIEMOM YacThO.

CHHCOK IPHIIOKEHHUM]:

ITpunoxenue Ne 1. TpeGoBanus =~ 10 obecrneueHuI0 0e30macHOCTH
IIEpCOHANBHBIX MaHHBIX TPH KX 00paboTke B HHGOOPMAIMOHHEIX CHCTEMAx
nepcoHanbHbIX JaHHBIX Koemxka.

[Mpunoxenue Ne 2. OnucaHue JOKaTbHO-BBIMUCIATENBHOH ceTr Komremxka.

[Ipunoxenue Ne 3. Onucanue coctaBa TexHWYeckux cpeacts Komnemxka,
y4YacTBYIOIIKX B 00paboTKe NEPCOHANBHEIX NaHHbIX.

IMpunoxenue Ne 4, CBefenust o mnporpaMMHOoM obecnedeHun Koiremxka,
YCTAaHOBJIEHHOM Ha cepBepax W paboumX CTaHIMAX, yYacTBYIOIMX B 00paboTke
NEPCOHAIBHBIX JaHHBIX.

IMpunoxenue Ne 5. CBefieHHss 0 IPOrPaMMHO-TEXHHYECKHUX  CpeICTBax
3amuThl KoJule[a, YCTaHOBIEHHBIX Ha cepBepax M paboumxX CTaHLMAX,
y4YaCTBYIOUIMX B 00paboTKe NEPCOHANBHBIX JaHHBIX.

[Ipunoxenue Ne 6. CBefleHHss O  IOJB30BAaTENAX  CHCTEM  OOIIETro
noins3oBanus (COIT) Komnemxa.

ITpunoxenue Ne 7. PekoMeHAalM¥ 110 HMCIIOJB30BaHUIO IPOIPaMMHBIX H
amnmapaTHBIX CPEACTB 3allUThl MHGOpPMAalMM H OOeCreYeHHI0 Oe30TMacHOCTH
epCOHANBHBIX JAHHBIX NpH KX 00paboTke B HMH(OPMALMOHHBIX CHCTEMax
NIepPCOHANIBHBIX JaHHBIX.



Ipunoxxenue Ne 1

K [Tono)keHHIO 110 OpraHu3aIiy 1
NPOBENEHHIO paboT 1o 00eCTIeYeHHIO
6€30MacHOCTH NEePCOHATIbHBIX JaHHBIX
npH ux 06paboTke B MHPOPMAIIMOHHBIX
CHUCTEMaXx IepCOHAIBHBIX JaHHBIX
[ATIOY «HmxHekaMcKui

re1arorudecKyii KoJiemK»

TPEBOBAHUSA
1o odecrneYyeHHI0 0e30NaCHOCTH NePCOHAJIbHBIX JaHHBIX
npu ux o6padoTke B HHPOPMALHOHHBIX CHCTEMAX
nepconaabHbIX AaHHbIX FATIOY «HuKHeKaMCKHil meJarora4ecKkmi
KOJLIeIH»

[Ipy OpraHM3alii M OCYIIECTBIECHHH 3allUThl IEPCOHAIBHBIX JAHHBIX
(IIs) HeoOXoOMMO pPYKOBOACTBOBATECH TpeOOBaHUAIMM HOPMAaTHBHBIX H
METOIMYECKHX JOKYMEHTOB MO 3alluTe WH(QOpMalid B aBTOMaTH3MPOBAHHBIX
cucreMax (MH(GOPMALMOHHBIX CHCTEMaxX MEPCOHANBHBIX NaHHBIX — WCI1On),
yUYHTBIBas MPH 3TOM, YTO 111, B cootBeTcTBUH ¢ PeepalbHBIM 3axoHOM OT 27
uronst 2006 roma Ne 152 — @3 «O mepcoHaNbHBIX JaHHBIX» B YKasoM Ilpesunenta
P® Ne 188 ot 06.03.97 r., OTHECEHEI K KOHGUIESHITHATEHON HH(OPMAIHH.

Mepsl o obecredeHnI0 6e30MacHOCTH MEPCOHATBHBIX NAHHBIX MPH HX
obpaboTke

1. Onepatop mpu 06pabOTKe MEpCOHANBHBIX NaHHBIX 00s13aH MMPUHUMATh
HeoOXOM¥Mble IPAaBOBBIE, OPTraHM3alMOHHBIE M TEXHHYECKHE MEpBl MM
obecrieunBaTh WX IPHHATAE A 3alUThl MEPCOHANBHBIX JAHHBIX  OT
HEIIPaBOMEPHOTO WM CIy4afHOro IOCTYNa K HHM, YHHYTOXEHU, U3MEHEHH,
6JI0KUPOBAHNS, KOMMPOBAHHS, PEOCTaBICHH)s, PACTPOCTPAHEHHS IEPCOHAIBHBIX
NaHHBIX, a TaKXe OT HMHBIX HENPaBOMEPHBIX OeHcTBHA B OTHOIICHHHU
TIEpCOHAIBHBIX JIaHHBIX.

2. Ob6ecreyeHne O€30MAaCHOCTH INEPCOHAIBHBIX JAHHBIX NOCTUracTCsd, B
YaCTHOCTH:

1) ompeneneHneM yrpo3 0€30macHOCTH NEPCOHANBHBIX JAHHBIX TP UX
06paboTke B HHPOPMAIIMOHHBIX CHCTEMaX MEPCOHAIPHBIX [IAHHBIX,

2) NpUMEHEeHHEM OPraHM3aLMOHHBIX W TEXHHYECKHX MEp IO obecrieueHuIo
6e30MacHOCTH IEPCOHANBHBIX JTaHHBIX IIPH HMX 06paboTke B HHPOPMAIHOHHBIX
cHCTEMaX MePCOHAIBHBIX NaHHBIX, HEOOXOMUMBIX JUIS BBIOTHEHHA TpeOGoBaHH K
3alTe TEPCOHAIBHBIX  JaHHBIX, HCIOJHEHHE  KOTOPBIX obecreunBaeT
ycTaHoBIeHHble  [IpaBHTETBCTBOM Poccuiickoii ~ ®enepanmu  ypPOBHH
3aIMUIIIEHHOCTH MEPCOHANBHBIX JaHHBIX,

3) npuMeHeHWEeM MPOUIEANX B YyCTaHOBICHHOM HopsiAKe IPoLEeIypy
OILIEHKM COOTBETCTBHS CPEACTB 3alIUTHI MH(MOPMAIIIH;
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4) omneHkoi 3()(EKTHBHOCTH NPUHUMAEMBIX Mep IO 00eCHeYeHHIO
0e30macHOCTH  MNEPCOHANBHBIX  JaHHBIX O BBOAZ B  IKCIUIyaTallMiO
HHGOPMAIIMOHHOH CHCTEMBI ITIEPCOHAIBHBIX JAHHBIX;

5) y4eToM MaIl¥HHBIX HOCHUTENIEH IIEPCOHANBHEIX TaHHBIX;

6) oOHapyxeHHeM (aKTOB HECaHKIHOHHPOBAaHHOIO  JOCTyma K
TIEPCOHANBHBIM JJAaHHBIM H IPUHATHEM MED;

7) BOCCTaHOBJIEHHEM IEPCOHATBHBIX JaHHBIX, MOAMQHMUMPOBAHHBIX HIIH
YHHYTOXEHHBIX BCIIEICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HUM;

8) ycTaHOBIEHHEM MpaBWJl JOCTyNa K IIEPCOHAIBHBIM JaHHEIM,
oOpabaTriBaeMBIM B HH(OPMAIHOHHOH CHCTEME NEPCOHANBHBIX IaHHBIX, @ TAKKe
obecrieyeHMEM PErucTpald M ydeTa BCeX JEHCTBHM, COBEpLIAEMBIX C
IEPCOHATBHBIMY JaHHBIMH B HH()OPMALMOHHOH CUCTEME IIEPCOHANBHBIX NaHHBIX;

9) KOHTpOJIEM 3a MPUHUMAEMBIMKA MEpaMH o obecnedeHnIo 0e30MacHOCTH
IIEPCOHAIBHBIX [JAHHBIX ¥ YPOBHS 3alUIIEHHOCTH HWH(OPMAIMOHHBIX CHCTEM
NIEPCOHATBHBIX JaHHBIX.

IMpu mnpoBemeHnH MepomnpusaTuid mo 3amure [IJIH y4yuThIBaeTCs, 4TO
MHQOPMAIIMOHHBIE pPEeCypchl IOABEPKEHBI IOTCHUWAIBLHBIM ~ BHEIIHUM H
BHYTPEHHHM yrpo3aM, BeAyIIUM K IOTepsM KOH(QHIEHIHATBHOCTH, TOCTYITHOCTH
U 1IEJIOCTHOCTH MH()OPMAIIMOHHBIX PECYPCOB.

HcTouHMKY yTrpo3sl:

— mogu  (HenoOpOCOBECTHBIE BHEIIHWE W BHYTPEHHHE IOJb30BaTENIH
HH()OPMAI[HOHHBIX PECYPCOB);

— apapuM (OMKOKY MOJIE30BATEINs, OIINOKY aAMHHACTPATOPA);

— OTKa3 amnmapaTHOro obecredeHus (OmUOKY IPOrpaMMHOIo o0ecCIeyeHusl,
OTKa3bl HHy CTPHAIIEHOTO 000pyIOBaHHUsA);

— npuponHsie GaxTopsl (CTHXUMHBIE GeCTBYS, aCTPOQU3HYECKHE SBICHUA,
OHOJIOTHYECKHE ABIICHHUSA).

VYTpo3bl yBETMYMBAIOT PUCKK G€30IaCHOCTH, IPECTaBIAIOMKE COOOM:

— HEaBTOPH3MPOBaHHBIN TOCTYI B CETh;

— HeaBTOPU3HUPOBaHHOE PacKphITHE HH(DOPMALINH;

— HEaBTOPHM3HUPOBAHHYID MOIM(HKAIMIO MAaHHBIX WIA IPOrpaMMHOIO
obecrieueHus;

— paspymenue GyHKIMHA ceTH (HEAOCTYITHOCTh JaHHBIX U CEPBHCOB).

Hanmune puckoB 0€30macHOCTH TPEOYIOT BBEIEHHS Mep 0e30macHOCTH.
Mepsl 6e30MacHOCTH JOJKHBI FApaHTHPOBATD:

— KOHGOUIEHUUAIBHOCTE,

— LENOCTHOCTB;

— JIOCTYMHOCTH HH(OpPMAaIIH;

— CBOEBpPEMEHHOE IMOy4eHHE OTYETHOCTH;

— (u3nyecKyto 0e30MacHOCTh HHOOPMALHH,;

— KOHTPOJIb AOCTYIa K HH)OPMALHH.

HudopmanmoHHas 6€30MacHOCTh NPEAYCMAaTPHBaeT:

— IpoLEeAyPHYIO (AIMUHUCTPATUBHYIO U OPraHM3alMOHHYIO 6€30I1aCHOCTB);
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— 0e30macHOCTh IEPCOHANA;

— (usuyeckyro 6e3011aCHOCTD;

— 0e30macHOCTb CUCTEMBI;

— 0e30macHOCTh KOMMYHHUKALIMH.

OGecrnieuenne GesomacHoctw IIJIlH mpu ux obpabotke B HCIIIH
JOCTHraeTcsi IIyTeM MCKIIYEeHHs HECAaHKIMOHMPOBAaHHOrOo, B TOM YHCIIe
CIIy4aifHOTO JOCTyNa K MEepCOHAJIbHBIM JaHHBIM, PE3YIBTATOM KOTOPOI0 MOXET
CTaTh YHUYTOXXEHHe, 3MeHeHNe, OJOKApOBaHUE, KOIUPOBaHKE, paclipOCTPaHEHUE
NIepCOHABHBIX JaHHBIX, a TAK)KEe HHble HECAHKIIMOHUPOBAHHbIE JEHCTBHYS.

 Mepomnpustuss 1o obecredeHuto OesomacHoctu I1JI[H mnpoBoasTcs B
3aBUCHUMOCTM OT THIA aKTyaJlbHBIX Yrpo3 M YPOBHEH 3allHIIEHHOCTH
IIEpCOHANBHBIX JaHHBIX, oOpabareiBaeMbix B HICII/IH, c y4eToM BO3MOXHOIO
BO3HHMKHOBEHHs yrpo3 G€30MacHOCTH JKH3HEHHO Ba)XKHBIM HHTEpecaM CyObeKTOB
NePCOHAJIBHBIX JaHHBIX.

IMpu obGecnieuenun GesonacHocTH IIJ[H mpoBOAATCS ~ MEPONPHATHSA,
HalpaBJIeHHbIE Ha!

— mpenoTBpalleHHe HecaHkuuonuposaHHoro poctyma (HCH) x ITH m
(wn) mepeNavy UX NHI@M, OpraHU3alisIM, He HMEIONHUM TpaBa JOCTyIIa K TaKoH
UH(OpMalIUH;

— cBoeBpeMeHHoe 00HapyxeHue daxtos HCI x IT/1H;

— HeJIOIyLIeHHE BO3/IeHCTBUSA Ha TEXHHYECKHE cpencTBa
aBTOMATH3HpOBaHHON 06paboTku I1JIH, B pesyabTaTe KOTOPOTO MOXKET OBITh
HapyIIeHO UX QyHKIHMOHHUPOBAHUE,

— omnepaTusHoro pesepupoBanus napopmanuu B UCIIIH;

— BO3MOYXXHOCTh He3aMeJIUTEJILHOI O BOCCTAHOBJIEHHUS I1H,
MO GbUIMPOBAHHBIX HITH YHHYTOXKEHHBIX Beneacteue HCJI Kk HUM;

— MOCTOSHHBIH KOHTPOJIb 3a ofecreyeHrneM ypoBH 3amuieHHocTd [TJ1H.

O6ecneuenne 6OezomacHocTd IIJIH OCYLIECTBIAETCA ITyTEM BBINIOJIHCHHA
KOMIUIEKCA OPTaHH3allMOHHBIX ¥ TEXHWYECKMX MEPOINpPHUSTHH, pealu3yeMbIX B
paMKax cO3[aBaeMoii CHCTEMBI 3aIIUThI IEPCOHANBHBIX JaHHBIX (C3I1an).

Crpykrypa, coctaB u ocHoBHble Gynxkuuu C3II[JH ompenensrorcs B
3aBHCHMOCTH OT THIA aKTyalbHBIX YIpo3 M YPOBHEH 3alUIIEHHOCTH
NEepPCOHATBHBIX JaHHBIX, oOpabaTeiBaeMbIX B HUCII/IH, WuCHOIb3yEMBIX B
Komnemxe.

C3I1/lH BKIIOYAeT OpraHH3alMOHHbIE MEpBl M TEXHWYECKHE CpPEencTBa
zammThl MHEGOpMalMH (B TOM uHCIe MM(pPOBAIbHBIC (kpunrorpadu4ecKue)
CpeJICTBa, CPENCTBa IPEJOTBPAIIEHHs HECAHKIMOHHPOBAHHOIO IOCTYIa, YTECUKH
MH(OpPMALIMH 10 TEXHHIECKUM KaHallaM, IPOrpaMMHO-TEXHUIECKHX BO3JeiiCTBUI
Ha TexHmdeckue cpeactsa obpabotku IT/IH), a TaKXke MHCIOIB3YEMBIC B
MHPOPMALMOHHON CHCTeME MH(OPMAIOHHBIC TEXHOJIOTHH.
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IMox opranusanueit obecreyenus G6ezonacHoctH I1JIH npu ux obpaboTke B
HUCIIn monuMaercss (GOpMHUpPOBAaHHE COBOKYIHOCTH OCYINECTBIIIEMBIX Ha BCEX
craqusx xu3HeHHoro nukia VUCII/Ia cormacoBaHHEBIX IO LICJIH, 3a/1a9aM, MECTY U
BPEMEHM MEpOTIPHUSATHH, HAPABIEHHBIX Ha IIPeOTBpaIleHue (HEHTpalu3aluio) 1
napupoBande yrpo3 6GesomacHoctu IIJlm B HMCII[lH, Ha BOCCTaHOBJICHHE
HopMmaneHoro (yukuunonuposanus HCIIJ[a mocne HeWTpanuszauuu yrpossl, C
LeJIbI0 MUHAMU3ALMY KaK HEMOCPEACTBEHHOr0, TaK U ONOCPEIOBAHHOIO yluepba
OT BO3MOXHOMN peanmsauuu Takux yrpo3. O6ecneuenue Gesonacuocty ITJIH mpu
ux obpabotke B apromarn3upoBaHHbIX MCII/H mMpoBOAUTCS MyTEM BBINOJHEHUSL
KOMIUIEKCA OPraHM3alMOHHBIX M TEXHMYECKMX MEpPONpPHATHA (IpUMEHCHHS
TEXHHYECKHX CPEJCTB), B PAMKaX CHCTEMBI (TIOICHCTEMBI) 3AIIUTHI IEPCOHANBHBIX
naHHbIX, passepTeiBaeMoit B ICII/IH B npoliecce ee co31aHus MM MOJCPHU3ALINM.

[Topanok opraHusamuy obecreyeHHuss Oe30MacHOCTH I[MIa 8 HCIIIH
IIpeLyCMaTpUBAET:

— OIIEHKY 00CTaHOBKH;

— oGocHoBaHHMe TpeboBanumii 1o obecredenuto OeszomacHoctd II/IH H
dopMmynupoBanue 3anad 3amuThl ITTH;

— paspaboTky mpoekta obecreuenus OesomacHoctd  ITJIH; BEIOOD
1eecoo0pa3HbIX crnocoGoB (Mep U cpencTs) 3amuthl IIJ[H B COOTBETCTBUM C
3a/a4yaMy 1 IPOEKTOM 3allUTEI;

— pellleHHE BOIPOCOB YNpaBJeHHA obecriedeHHeM Oe30IacHOCTH IT1a B
JIMHAMHKE W3MEHEHUs 00CTAHOBKU U KOHTPOJIs 3)(PEKTHBHOCTH 3alIUTEI;

— obecredyeHHe pearnu3aliy IPUHATOrO MPOEKTa 3aLIUTEL,

— IIaHMpPOBaHWe MeponpusATHii no 3amure [1/1H;

— OpraHM3allMi0 ¥ INpoBeleHHe paboT IO CO3AHHIO CHCTEMBI 3aLIHUTHI
nepcoHanbHbIX AanHbix (C3I1/IH) B pamkax pa3paboTku (monepuuszanun) UCI1IH,
B TOM 4YHCJI€ C IPHUBIEYCHHEM CIIELMATM3MPOBAHHBIX CTOPOHHHUX OpraHH3alui K
paspabotke u pas3pepTeiBanuio C3IIIH UM €€ 3]IEMEHTOB B HCTIdn, pelueHue
OCHOBHBIX 3aJa4 B3aMMOJEMCTBHUS, OImpeleieHHMe HX 3a7ad M (QYHKIUA Ha
pasIMYHBIX CTaAUsAX co3fanus u sxcrutyarauun CIITx;

— pa3paboTKy MOKYMEHTOB, PEraMeHTHPYIOIIMX BONPOCH OpraHH3alliH
oGecneuenus 6esonacuoctd [11x u sxcnyarauu C3I11x B UCI1H.

B uHTepecax TexHHYeCKOro obecreveHus 6e30macHOCTH I[Ia opu ux
o6pabotke B MICILJIH, B 3aBUCHMOCTH OT Kijacca UH(POPMALIMOHHON CHCTEMBI
IOMKHBI ObIThH mpoBeensl Meponpustisa mo samurte ot HCJ x IIlH mpu nx
o6pa6Gotke B UCIIOH.

B cocras MeponpusaTHii o 3amure I1JIH mpu ux o6paboTke B HCIIdH ot
HC/I 1 HermpaBOMEPHBIX ACHCTBHM BXOAAT CIEAYIOIMHE MEPOIIPHATHS.

— 3amuta or HCJI npH 0IHOTIONb30BATENECKOM peXxuMe 00padoTKu [T1H;

_ sammura ot HCJI py MHOTOTIOJIB30BATENHECKOM PEXUME 00paboTKH =
1 PaBHBIX TIPaBax JOCTYNa K HUM CyGbeKTOB HOCTYIIa;

— zamura oT HCJI nmpy MHOIOIOJIbE30BATEIIbCKOM PEXKUME obpabotku I1/1H
M pa3HBIX [IPaBax J0CTyIa;
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— 3ammra uHGOpMaIuK pu MexcereBoM B3aumoaercTteuu UCIT/IH;

— aHTUBUPYCHAas 3allUTa.

Meponpustus no 3amurte IIJ[H peamusyrorcs B paMKax TIIOACHCTEM:
YIPABIEHHS [OCTYIOM, PETHCTpallMd M YydeTa, OOeclnedYeHHs LEIOCTHOCTH,
KpHUIITOrpadyecKon 3aIUThl, AaHTUBUPYCHOM 3all[UTHI.

Meps! 6e3onacHocTy [1/JH TOMKHEI TapaHTHPOBATh:

— KOHGUIEHUHAIBHOCTE;

— IIeJIOCTHOCTB;

— JOCTYMHOCTh HH(OPMAaIUH.

MepomnpusTHs 10 obecreueHHIo 6€30IIacHOCTH Mpe/y CMaTpHBalOT:

— yIpaBJIeHUE JOCTYIIOM;

— PETUCTPALHIO U YYET;

— obecrieueHue LEeIO0CTHOCTH;

— KOHTPOJIb OTCYTCTBHS HeJeKJIapUPOBAaHHEIX BO3MOXHOCTEH;

— AHTUBUPYCHYIO 3aIlHUTY;

— obecrneuenue 6€30MaCHOr0 MEXCETEBOI0 B3aUMO/IEHCTBHS,

— aHaJIU3 3alMIIEHHOCTH.

[ToncHCTEMEI YIIPaBIE€HHs TOCTYIIOM, DPErMCTpalldii M Yyd4era MIOJDKHBI
peaNTM30BEIBATECS ~ HA  0a3e  NMPOrPaMMHBIX  CPEACTB  OJIOKMpOBaHHS
HECAHKIMOHNPOBAHHBIX ~ JEWCTBHN, CHUTHANH3AMM W  PETUCTPAlHH. ITO
CHelHaJIbHBIE, HE BXOJdlIWMEe B AP0 KaKoi-In00 OINepanioHHOW CHCTEMBI
nporpaMMHBIE W NPOrpaMMHO-alIapaTHble  CPeACTBa  3allMThl  CaMHX
OTEpALIMOHHBIX CHCTEM, JIEKTPOHHBIX 0a3 HaHHBIX M MPHKIAIHBIX IPOrpamM.
OHH BBITIOJHAIOT QYHKIMH 3aIIUTHI CAMOCTOATENBHO WK B KOMILIEKCE C IPYTHMH
CpelCTBAMM 3alIMThl ¥ HANpaBlI€HEl Ha WCKIIOYEHHE MIM 3aTpyJHEHHC
BBITIOJTHEHHS ONACHBIX NEHCTBUI MTOIb30BATENs HIH HApYIMTEs.

CpencTBa IMArHOCTUKH JOJDKHBI OCYLIECTBISATh TECTHPOBaHME (aiiioBoi
cucTeMsl W 6a3 IaHHBIX, TIOCTOSHHEIN cO6op WHpOpMaNKK 0 (QyHKIHOHMPOBAHUH
3JIEMEHTOB MOICUCTEMBI 00ecneueHus 6e30MacHOCTH HH(POPMALIHH.

CpezcTBa yHMYTOXKEHHS NPENHA3HAYEHBl MU YHHYTOXKEHHsS OCTATOYHBIX
IAHHBIX U JOJDKHEI IIPEAyCMaTpUBaTh aBapUHHOE YHUYTOXKECHHE JaHHBIX B CIry4ae
yrpossl HecankuuoHupoBanHoro goctyma (HCJ), xoTopas HE MOXET OBITH
OJIOKUpPOBaHa CUCTEMOH.

CpencTBa  CHUTHaNM3alMK  [NPEJHA3HAYEHBl  JUIA  IPEAYNPERKICHHS
orepatopoB (Toyp30BaTeNel) Npy UX OOpalleHNH K 3alMINaeMbIM JaHHBIM U JUIA
npeyNpexIeHus aiMUHICTpaTopa mpy obHapyxenun dakra HCJI, nckaxeHny
IPOrpaMMHBIX CPEACTB 3alllMThbl, BBIXOAE HJIM BBIBOJC M3 CTpOs allapaTHBIX
CpelCTB 3alUTBl M O Jpyrux ¢akrax HapyIIeHHsd MITaTHOTO peXHMa
(GyHKIIMOHMPOBAHHS.
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[Tomcucrema obecredeHHs LEJOCTHOCTH JOJDKHA OBITH pealn3oBaHa
ONEPallMOHHBIMH CHCTEMaMH M CHCTEeMaM{ YIIpaBleHHMs 0a3aMu JaHHBIX.
CpenctBa  TOBBINIEHHS  JOCTOBEPHOCTH M OOECNEYEHHS  LIEIOCTHOCTH
nepefaBaeMbIX JaHHBIX M HAJEeKHOCTH TpaH3aKLHH, BCTpauBaeMble B
OIepalMOHHBIE CHCTEMBI M CHCTEMBI yIpaBJieHHs 0azaMH JaHHBIX, OCHOBaHbI Ha
pacyeTe KOHTPOJIBHBIX CyMM, YBEJOMJIEHHH O c0oe B Iepejaye Maxera
c00O011IeHHs, TIOBTOPE NIepejauy He IIPUHATOrO IaKeTa.

[TomcucTeMa KOHTPOJS OTCYTCTBHS HeISKIapHMpPOBAHHBIX BO3MOXKHOCTEH
JOIKHA Pealn30BbIBaThC Ha 06asze CHCTeM ynpaBieHus 0asamul JaHHBIX, CPEJICTB
3aIUTEl MHGOPMALMHI, AHTHBUPYCHBIX CPEJCTB 3aIUTEI MHQOPMALIHH.

Jlnd  OCYIIECTBJIEHHS pasTpaHWYeHuss JOCTyna K MH(QOPMAlHOHHBEIM
pecypcaM MpPH MEXCEeTeBOM B3aUMOAEHCTBHM JOJDKHO IMPHUMEHATHCS MEXCETEBOE
SKpaHHUPOBAaHKME, KOTOPOE peai3yerTcss IPOrPaMMHBIMH W/HIM IPOrPaMMHO-
anmnapaTHBIMA MEXCETeBBIMH 3KpaHamu (MD3). MexceTeBoH 3KpaH JOKEH
YCTaHABIMBATECA MEXIy 3alMIIAeMON CeThIO, Ha3blBA€MOW BHYTPEHHEH, H
BHEIIHEH ceThio. MexceTeBoli 5KpaH JOJDKEH BXOAUTH B COCTaB 3allHIIaeMO
ceTu. [Ipu ero HacTpoiike OTJENbHO 3aJal0TCA NpaBiia, OrpaHMIMBAIOIINE JOCTYTI
13 BHYTPEHHEH CETH BO BHEIIHIOI M Ha000pOT.

[MoxcucTeMa aHAIM3a 3AIMMIIEHHOCTH JODKHA PEallH30BBIBATHCS Ha OCHOBE
MCIIOJIG30BAHMS CPEICTB TECTUPOBaHMs (aHAM3a 3aIUIIEHHOCTH) ¥ KOHTPOJA
(ayawra) 6e30macHOCTH HHGOPMALIUH.

Jlnin pa3paboTKM M OCYINECTBICHHS MEPONPUATHH II0 00ecredeHHo
Ge30MacHOCTH NEePCOHANBHBIX JAHHBIX IPH HX 00paboTke B MHpOpMAalMOHHOM
CHUCTEMe Ha3HAa4aeTcsi CTPYKTYpHOE IoJApa3leleHHe HIH IODKHOCTHOE IIHIIO,
OTBETCTBEHHBIE 3a oOecreyeHre O€30MacCHOCTH II€PCOHANBHBIX [aHHBIX B
MH(OPMAI[HOHHBIX CUCTEMaX NEPCOHANBHBIX NaHHBIX.

JIuua, DOCTYN KOTOPBIX K IEPCOHATIBHBIM JaHHBIM, 0OpalaTbiBaeMBIM B
nHPOPMALMOHHOM  CHCTEME, HEoOXOOMM JUIi  BBINOJHEHMS CITy>keOHBIX
(TpynoBeIX) 00sf3aHHOCTEH, JMOJDKHEI JIOIyCKAaThcsi K  COOTBETCTBYIOIINM
TepCOHANBHBIM JaHHEIM Ha OCHOBAaHMH YTBEP)KICHHBIX IlepedHeH JOMKHOCTHBIX
JIMLI, JOITY IEHHBIX K paboTe ¢ IepCOHATbHBIMU JaHHBIMH.

3ampocsl  mosb3oBareneil HHGOPMALMOHHOM CHCTEMBI Ha IIONy4EHHE
IepCOHATBHBIX JAHHBIX, BKIIOYas JIMI, YKa3aHHBIX B YTBEPXKACHHBIX Ilepeunsx
JIO/KHOCTHBIX JIMII, @ Takxke (PakThl MpefoCTaBIEHHs IEPCOHANBHBIX JaHHBIX 10
STUM 3aIpocaM JOJDKHBEI PErHCTPHUPOBAThECSA aBTOMAaTH3MPOBAaHHBIMH CpEICTBaMH
MHQOPMAIIHOHHOK CHCTEMBI B JIEKTPOHHOM XypHaje obpauenni. Conepxanue
3JIEKTPOHHOI'O XypHana oOpareHui ePUOANYECKH IIpOBepsAeTCs
COOTBETCTBYIOIIMMH JOJDKHOCTHBIMM JHIlaMu KoJuteka 1K yIOTHOMOYCHHBIMU
JTULAMH.

[Ipu o6HapyXeHHM HapyIIeHHH MOpsAKa MPEAOCTaBICHHUs MEPCOHAIBHBIX
maHHeiXx Komjemka yIOJHOMOYEHHbIE JIMIA  JO/DKHBI  HE3aMEIIMTE/IBHO
IIPHOCTAHOBHTh  PEJOCTABICHME MEPCOHAIBHBIX  JAHHBIX  IOJIB30BATE/IAM
MH(OOPMAIMOHHOM CHCTEMBI O BBISBICHMSA NPHYHH HapyllIeHUHA W YCTpaHeHUs
3THX IIPUYHH.
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ITpu xpaHeHHH MaTepHAIBHBEIX HOCHTeNleH MH(GOpMalHy ¢ NEPCOHATBHBEIMH
JaHHBIMM  (WaM  Apyroii  KOH(HIEHLHaIbHOH  HHGpOpMalueid) IOJDKHBI
co0MI01aThCA YCIOBHS, 00€CTIeYHBAIOIIIEe COXPAHHOCTD MEPCOHAIBHBIX NaHHBIX U
WCKJIIOYAIOIHe HECAaHKIMOHHPOBaHHBIH K HuUM jgoctyn. Ilepeyene Mep,
HEOOXOIUMBIX IS oOecriedeHHs TaKUX YCJIOBHMH, OPSANOK UX MPHHATHSA, & TaKXKe

MMepeYCHBb JIUIL, OTBETCTBCHHBIX 3a peaJIH3aumo YKa3saHHBIX MEP, YCTaHaBIIHBAIOTCAH
OTACIBHO.
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[Tpunoxenue Ne 2

K [TonmosxeHuIo 1o opraHu3aluy U
poBeeHuIo paboT o obecnedeHuIo
0e30IMacHOCTH NTePCOHANBHBIX TAHHBIX
npu ux o6paboTke B MHPOPMALIMOHHBIX
cUCTeMaXx MMepCOHAIbHBIX JaHHbIX

ATIOY «HuxuekaMCKui
[eIarortYeCKuil KoJIemK»

Onucanue JoKaJbHO-BbIYHCAHTENBHOH ceTH (JIBC)
TAIIOY «HuxHeKaMCKHIl neaarorn4eckKkui KoJLIemai»:

1. JIBC HaxoauTcs B Ipeeax OAHOIO 3/1aHUs U 3aHUMAeT YEThIPE dTaxa.

2. KonnyecTBo y3110B, 06pabaTsiBaloMX EPCOHANBHBIE JAaHHBIE — 66.

3. Tomonorus — 3Be3a, T — Ethernet 100Base—-TX.

4, VYaCTHMKHM CETH SBISIOTCS  HCTOYHMKAMH M NOTpeOUTENsIMHU
nHbOpMAaIIUH.

5. Cetb ucnonssyer crek npotokonos TCP/IP.

6. TeneKOMMyHMKAI[HOHHEIE KaHaJIbl IPEIOCTaBIIAIOTCA coracHo Jlorosopy

¢ npogaitnepom I'CT PT.
7. CxkopoctHsle Xapaktepuctuku: JIBC — 100 M6wur/c.
8. AIMUHUCTPUPOBAHHE 51 IepeYeHb pabot OIPENEISAIOTCSA

AnmuHUCTparopoM HMopMaHOHHOH 6e3onacHocTH Komnemxka.

9. V4acTHUKH CeTH, KOTOpbIM HeoOxonuM poctyn B MHrepHer s
BBITIOJIHEHHS CIIYXeOHBIX 0053aHHOCTEH, NOIYCKAIOTCI C paspellieHus TUPEKTopa
Kosuiemxa 1 HMEIOT JOCTYII B IJI00aIbHYIO CeTh B COOTBETCTBHH C Pa3pellICeHHBIMU
MTOJIHOMOYHSIMHU.

10. BHeceHre M3MEHEHMH B TelleKOMMyHHKamuoHHylo cxemy JIBC
IpoM3BOAUTCS coTpyAHukamu Kommemka (MIM CTOPOHHEH OpraHu3alued Io
JIOTOBOPY WA KOHTPAKTY ).

17



[Tpunoxenue Ne 3

K ITonosKeHuIo 1Mo OpraHU3aliy U
IPOBEJEHHUIO paboT M0 00ECTIEYEHHIO
0e30I1aCHOCTH MePCOHAIBHBIX JaHHEBIX
npu uX 06paboTKe B MHGOPMALHOHHBIX
CHCTEMAX IMepCOHANBHBIX AAHHBIX
'AIIOY «HmwxkHEKaMCKH
MeIaroru4eCKui KOJUIe iy

Onucanue cocrasa texundeckux cpeacts FAIIOY «HukHeKkaMCKHil MeIaroru4ecKuii KoJIen#», y4acTBYIOIHX B
00paboTKe NePCOHATBHBIX JAHHBIX:

Ne TexHuueckue IIpume-
KoaunuyecTBo Ha3znayenne :
n/n cpeacTBa YyaHHe
1. |Cepsepsl 1 xpaHeHue 6a3 raHubix, 00paboTka qannex UCI/H,

TePMHUHAIIBHBIN JOCTYII, MPENOCTABJIEHHE OCTYTA K CETAM
o61miero nonb3oBaHuda IHTEpHET — IPOKCH-CEPBED U T.II.

2. [Paboume cTaHIMH 66 006paboTka HHPOPMALH

3. |[IpuHTEpPHI pacnedyaTka JOKyMEHTOB
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Ne TexHuveckue IIpume-
KoauuecTBo Ha3znauyeHnue

n/n CpeAcTBa YyaHue

4. MDY CKaHHMPOBaHHE, pacleyaTka, TUPOKHUPOBaHHUE TOKYMEHTOB

5. |KoMmyTaTOphI KOMMYTalUs CETH

6. [MapmpyTH3aTOpHI MapIIpyTU3alus CETH

7. |MenuakoHBEpTEphL npeoOpa3oBaHus TUIIA CUTHAJIA B CETH

8. |MexceTeBoil 3KpaH KOHTPOJIb ¥ (DHITBTpAIis MPOXOJAIIMX CETEBBIX MTAKETOB
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IlosicauTenbHas 3amMckKa

1. Beog B skcmiyaramuio, pemoHt TC, noaxkmodenune TC k ceru
oCyIecTBIseTcs coTpyaHukamu Kosnemka (MIM CTOpOHHEH OpraHM3aldei mo
JOTOBOPY HITH KOHTPAKTY ).

2. OueHKa  IOJHOTHI  TEPEJAaHHOTO  MPENCTaBUTENSIMH  (QHPMBI-
IIPOU3BOJUTENS, pa3paboT4rKa, MPOAABLA IKCILIYaTalMOHHOW HOKYMEHTAllMH Ha
TC ocymecTBasercs coTpyannkamu Kormremka (W1 CTOPOHHEH OpraHM3alien 1o
JOTOBOPY WJIK KOHTPAKTY).

3. TC nposepsercs corpyanukamu Komnemkxa (WIM — CTOpOHHEN
OpraHu3aliei 1o J0roBopy WK KOHTPakKTy).

4. Ha »sTamax YCTaHOBKM M HAacTpoiiku, obecnedeHneM O6e30IaCHOCTH
MHpOpMaLKK 3aHMMaeTcs AJIMUHHUCTpaTOp MHGbOpManuoHHON GesomacHocTH. Ha
3Tanax SKCILIyaTaludd 3a obecriedyeHHe 0e30MacHOCTH OTBEYAIOT I10JIb30BATENH

TC.
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[Tpunoxenue Ne 4
K IloJioKeHH 0 M0 OpraHu3alyy 1
IPOBEICHUIO paboT MO 00eCTIeYEeHHIO
0€30IacHOCTH MMePCOHAIBHBIX JAHHBIX
npu ux 00paboTke B MHOOPMALIMOHHBIX
CHCTEMaX IMePCOHABHBIX JaHHBIX
I"'ATIOY «HmwxHekaMcKui
[eaaroru4ecKui KoJuiemx»

Cgeaennsi o0 nporpammuom obecnedennn FAIIOY «HuxnexaMcKkuii neAarornuecKuii KoJLIeo, yCTAHOBJICHHOM Ha
cepBepax M paboYHX CTAHIHSAX, y4ACTBYIOUIHX B 00padoTKe NEePCOHATBHBIX IAHHBIX

KT0 ycTanaB/juBaJj

KTo conpoBoxaaer

Ne IIporpammuoe ITpousBoaAHUTE /b, Ipume-
Ha3nauyenue nporpaMMHoe nporpaMMHoe
n/n obecneyeHue cTpaHa YyaHHe
obGecnieyeHue obecneyeHnue
1. [Microsoft Windows  |[Microsoft, CIIIA  |Onepammonnas  |[COTpYAHUKH CoTpyIHUKH
XP Professional SP2, cucTeMa Komnemxa Komnemka
SP3 / Windows 7/
Windows 10
2. |AnTuBupyc Kaspersky 3AO JlaGoparopus |AHTHBHPYCHAS CoTpyaHUKH CoTpyaHHKH
Endpoint Security Kacnepckoro, mporpamma Komnemxa Komnemxka
Poccus
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KTo0 ycTanaBinBall

KTo conpoBoxaaer

Ne IIporpammuoe IIpouzBoauTelb, H Ilpume-
azHavYeHHe nporpaMMHoe nporpaMmmMHoe
n/n obecneyenne cTpaHa YyaHHe
obecneueHue obecneveHnune
3. |Secret Net Studio
4. |Kpurrollpo CSP
5. |KontuneHt All
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IloscuuTensHad 3anucKa

1. OueHka  NONHOTBI  IEPeJaHHOTO  IPEACTaBUTENSAMH  (UpPMEI-
IIPOM3BOAMTEINS, pa3paboTurKa, MpoJaBla SKCILTyaTallMOHHON NOKyMEHTalluHd Ha
10 npousBonutrcs AAMHUHUCTpaTopoM HHG(OpPMalUHOHHOW  6e30macHOCTU
Komnemxka. '

2. Hacrpoiika IIO npousBogutcs corpyaHukamu Komnemxka (wnm
CTOpPOHHE#H opraHu3auyeii o JoOroBopy Wik KOHTPAaKTY).

3.1Ipu mnossnenmn HOBBIX Bepcuit I10, um3smenenus B I[IO BHOCATCH
corpynuukamu Komnnemxa (MnM CTOpOHHeH opraHu3aldedl IO JOTOBOpPY HIIH
KOHTPAKTY).

4. Nzmenenus B I[TO MoryT BHOCUTB TOJIBKO COTpyAHUKH Koinemxka.
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ITpunoxxenue Ne 5
K [ToyoxeHHIO 10 OpraHu3alyu U
IIPOBEIEHHI0 PaboT Mo obecreueHn o
0€30IMacHOCTH MepCOHATIBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMALIMOHHBIX
CHCTEMaX IepCOHAJIBHBIX JaHHBIX

CAIIOY «HmwxHekaMCKH
MeJarorudecKuii KOJUIe I

CaeeHHsI 0 TPOrPAMMHO-TeXHUYecKuX cpeacTax 3amuThl FAIIOY «HukHekaMcKuiil nearornieckKui KoJLIeaH,
YCTAHOBJICHHBIX HA CepBEpPax H PaboYHX CTAHIMAX, YUYACTBYIOIHMX B 00paboTKe NMepcOHAIBHBIX TAHHBIX

No IporpaMmuoce Cepruduxar PaspaGoran Kto ycranaBansaJj|Kro conposoxnaaer Tgane-
0e30nacHOCTH nporpaMMHoe NnporpaMmHoe
n/n oGecrnieyeHue C3U ; YaHue
HHpopMaLIHH obecnieueHue obecnedyenue
1. |Microsoft Windows XP Microsoft, CoTpyAHUKHA CoTpyAHUKHU
Professional SP2 / SP3 CIIA KOJUIeKa KOJUTEHKA
2. | Microsoft Windows 7 Microsoft, CotpyaHUKH CoTpyIHUKH
Professional CIIA KoJUIeKa KoJUIEeKa
3. |Microsoft Windows 10 Microsoft, CoTpyaHUKA CoTtpyIHUKH
CIIA KOJUIeKa KOJUTeKa
4. | AutuBupyc Kaspersky 3A0 CoTpyJHUKH CotpynHuku
Endpoint Security 10 Jlabopartopus KOJLIEKa KOJUIE/Ka
Kacnepckoro,
Poccus
3 ViPNet Client 4.x OAO CoTpyaHUKH
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CepTudmukar

KT0 ycTanaB/IHBaJ

KT0 conpoBoxgaer

Ne IIporpammHoe Pa3zpaboTuuk IIpume-
0e30nacHOCTH nporpaMMHoe nporpaMMHoe
n/n obecrneuenue C31 YyaHue
HHpOpMaALHH obecneyeHue obecneyeHue
«HupoTeKC» Konnemxa
6. Kpunrollpo CSP CoTtpynHUKH CoTtpyaHuku
3.6/3.9/4.0 Komnemxka Komtemxka
1. KonTtunent All
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IlosscHuTenbHasa 3anucka

1. Hactpoiika C3U npoumsBomurcs corpynuukamu Komnemka (mmm
CTOPOHHEH OpraHu3anyell 10 TOroBOPY MM KOHTPAKTY).

2. PasrpaHuuende [AOCTyINa IIONBb30BATENEH IPOM3BOJUTCA C ITOMOIIBIO
crtangapTHeIX cpencts OC. '

3. Usmenenus B C3M  mpousBOAATCS  TONBKO  AJIMHHHCTPaTOpPOM
uHbopMannoHHo# 6e3onacHocTy Kosutemxa.

26



[Tpunoxenue Ne 6

K IloJioXeHHIO IO OpraHu3aluy U
TIpPOBeIeHUIO paboT 1Mo obecrneyeHuIo
0e30MacHOCTH MePCOHATLHBIX 1aHHBIX
npu ux o0paboTke B MHGOPMAIMOHHBIX
CHCTEMAaX MEPCOHANBHBIX JaHHBIX
[ATIOY «HwxHekaMcKui
reJaroru4eckuy KoJIea,

PEKOMEHJIAIIAHA

10 MCIO0/JIb30BAHHIO MPOrPAMMHBIX H aNNAPATHBIX CPEICTB 3AIIHThI
nHdopManHu H obecnevyeHHI0 0e30MaCHOCTH NMEPCOHAJIBLHBIX AaHHBIX NPH HX
o0paGoTke B HHGOPMANHOHHBIX CHCTEMAX NE€PCOHAIBLHBIX JAHHBIX

Meponpuatus no 3amwmre IIJ[H npu wux ob6pabotke B HC ot
HeCaHKIIMOHHMPOBAHHOTI'O JOCTYIIa M HEMPaBOMEPHBIX JeHCTBHI BKIIOYAOT B Ce0s:

yIpaBJieHHE JOCTYIIOM;

PETUCTPAIMIO U YYET;

obecrieyeHne 1eIOCTHOCTH;

KOHTPOJIb OTCYTCTBHS HEIeKIapHPOBAHHBIX BO3MOKHOCTEH;
AHTHBUPYCHYIO 3aIUTY;

obecrieuenure 6e30MacHOr0 MexxceTeBoro Bzaumoaeicteus MC;
aHaJIu3 3alHIICHHOCTH;

o6GHapyXeHUe BTOPXKECHHUH.

JI7st BBINOJTHEHHMS BEIIIEHA3BaHHBIX TPeOOBaHUH, HEOOXOIUMO HATHYIHE

CICOYIOIHX CPCACTB 3allUTHI:

CpPeICTBO 3aIUThHl OT HECAHKIIMOHHPOBAHHOTO NOCTYIIA;
MEXXCETEBOU 3KpaH;
aHTHUBHPYC.

IIpu BBIGOpE TOrO WM HHOTO CPECTBA 3AIIMTEI OCHOBHBIMH KPHTEPHAMH
otOopa ABJIAIOTCS:

Hamuuue cepTudukaroB ®CTIK, OCb;
obecrneyenre He0OXOJUMOT0 YPOBHS 3alHTHI,
IPOU3BOAUTEIBHOCTD;

COBMECTHMOCTE;

IPOCTOTA HACTPOMKH U SKCILTy aTallky,
TeXHUYECKas MOJIePXKKa;

LIEHA.
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